Financial Services Regulatory Crystal Ball
Outlook for 2025

January 7, 2025

Holland & Knight

Copyright © 2025 Holland & Knight LLP. All Rights Reserved



Consumer Financial Protection Bureau
(CFPB): Outlook for 2025

Eamonn Moran



Consumer Financial Protection Bureau
(CFPB): Outlook for 2025

- Leadership Transition

— Supreme Court’s Seila Law decision in 2020, which permits the
President to fire the CFPB at will rather than only for cause.

— On January 20, Director Rohit Chopra will be serving at the pleasure
of President Trump. Like former director Kathy Kraninger, Chopra is
expected to resign that day or face the prospect of being fired at will
(if he does not resign beforehand).

- Senate confirmation process for new CFPB Director nominee and
likely appointment of Acting Director.
- Impact on Rulemaking Agenda
— Status of rulemaking projects (proposed rules, final rules, etc.).

— Litigation challenges and Congressional Review Act (CRA)
possibility.
— Impact on non-rulemaking guidance.

— Expect a return to facilitating compliance by providing clear rules of
the road through rulemaking.
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Consumer Financial Protection Bureau
(CFPB): Outlook for 2025

* Impact on Enforcement
— Will Enforcement relax under a Republican administration?

Impact on Supervision
- Will the CFPB shift course in its prioritization of issues or entities?

— Will a return of the “prevention of harm” via supervision approach
occur?

— Impact on so-called “dormant” authority to designate “risky”
nonbanks for supervision under Dodd-Frank section 1024(a)(1)(C).

— Will consolidation of supervision authority remain?
Role of state regulators

Revamped Office of Innovation?

— Perhaps a less tech-skeptical approach to policy issues around
the use of Al in financial services?

Other Implications
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Federal Trade Commission Qutlook for 2025

* New Leadership
— Appointment of Commissioner Andrew Ferguson as Chair to replace Chair Lina Khan.
- Nomination of Mark Meador to file vacancy created by Khan’s departure.

- Impact of New Leadership

- While there will be some changes in policy with respect to certain areas, such as antitrust policy
and enforcement, the FTC is likely to continue its aggressive enforcement strategy.

- Recent enforcement activity and rulemaking by the FTC demonstrates bipartisan support for
consumer protection enforcement.

* Trends

- “Junk Fees”. We should expect a continued focus on fees and monies paid by consumers in
connection with the receipt of services and products. While the FTC’s recent rulemaking efforts
on “junk fees” were ultimately limited to live event and short-term rental industries, the FTC will
focus on this issue for other industries, including those in the financial services industries, such
asdancillary student loan products and services, automotive and automotive finance and other
industries.

— “Deceptive Marketing Practices and Scams”. The FTC will continue to engage in enforcement
activities to stop “scams” or what the FTC believes are scams or unfair business activities.

— Other Areas. Consumer privacy and similar data protection initiatives, which will be addressed in
detail later in the presentation.
- Impact of Advocacy groups and trade associations
~ National Advertising Division of the BBB. B s corsomes
- Watch Dog Organizations.
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Federal Deposit Insurance Corporation (FDIC) and the
Office of the Comptroller of the Currency (OCC)

* Growth & Innovation during Trump’s Second Term.

— A discussion of de novo bank charter activity (state and national), ILC
charters, limited purpose bank charters, fintech partnerships, new
products, and the permissibility of activities involving digital assets.

- Supervision & Enforcement during Trump’s Second Term.

— A discussion of scrutiny from prudential federal regulators contrasted
with state banking regulators and state attorney generals in the
upcoming term.

- Agency Rulemaking during Trump’s Second Term.

— A discussion of proposed rules and agency actions under the Biden-
Harris Administration that are likely to be reevaluated during Trump’s
second term, i.e., Basel lll Endgame, the FDIC’s Broker Deposit
:?ule, FDIC and OCC guidance on bank mergers, and Deposit
nsurance.

- Trump’s revival of Executive Orders, EGRPRA, and tailored
rulemaking.

— Agency rulemaking post Loper Bright Enterprises v. Raimondo, 609
U.S. 369 (2024).
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Financial Industry —
Regulatory Authority (FINRA) FInra’

FINRA is unique among US federal regulatory authorities as an authorized securities
association pursuant to Section 15A of the Securities Exchange Act of 1934.

* FINRA is subject to SEC oversight and examination, however it is a member-based
organization focused on SEC registered broker-dealers and can be more targeted in its role as
a regulatory gatekeeper

« This approach can result in different outcomes for member firms, based on FINRA's risk
assessment of the firm’s business model

* Annually, FINRA releases a public oversight report based on information gathered by the
regulatory operations staff, including Market Regulation, Enforcement and Member Supervision

*  FINRA will release its next report in early January 2025
FINRA’s 2025 Regulatory Oversight — What to Expect

« Qutside Business Activities and Private Securities Transactions

— FINRA will publish a Regulatory Notice, solicitin% feedback from member firms on replacing
sssthe current separate rules re: OBAs/PSTs with a single rule

— Potentially more principles-based approach

— Firms will likely lobby for continued flexibility in defining activity based on the firms’ unique
business model, affiliate relationships, etc.

« Surveillance — Social Media

— One of the primary ways FINRA detects and prevents market manipulation is through
surveillance, including of social media

- We expect that oversight of Off-Channel Communications, training and strong policies and
oversight will continue to be a priority
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Financial Industry e
Regulatory Authority (FINRA) FInra”

SEC Examination Priorities 2025

The SEC releases a report at the beginning of fiscal year 2025 (October 2024); FINRA's remit is
narrower than the SEC, but expect FINRA to follow the SEC’s lead and focus on:

» Regulation Bl- policies, procedures and customer disclosures
* Net Capital Rules
« Trading Practices- market integrity, Best Execution, Regulation SHO

«  Crypto- Expect the SEC to be more receptive to the asset class- FINRA’s role as a regulator
with respect to crypto is still TBD

Potential Challenges to FINRA’s Enforcement Authority?
+ Alpine Securities v. FINRA- Implications?

» Overstepping Non-Delegation Doctrine?

* Oris FINRA simply enforcing J&E industry standards?

Will 2025 Bring a Regulatory Reprieve?
«  The “de-regulatory agenda” may have the opposite effect-
- FINRA and State regulators may fill any SEC void

» The desire for a robust capital markets environment and increased democratization of the
securities markets will maintain the pressure on FINRA and thus member firms to continue
surveillance and oversight
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Office of Foreign Assets Conftrol (OFAC)

* Why it Matters: Key Reminders

Broader application than BSA/AML obligations — applies to all U.S. persons, not just financial
institutions.

- Application to non-U.S. persons — e.g. causing or conspiring to cause U.S. persons to wittingly or
unwittingly violate U.S. sanctions and/or engaging in conduct that evades U.S. sanctions

- Forms of sanctions: blocking property, prohibiting transactions, and/or restricting dealings
- Civil penalties based on strict liability; Criminal penalties also available for willful violations

« 2025 Outlook

Sanctions and export controls will remain an area of emphasis
- Country focus may change with the new administration’s priorities and geopolitical agenda
- Continued expansion of US jurisdictional reach and sanctions enforcement against non-U.S. entities

- Continued emphasis on essential components of OFAC Compliance — e.g., Risk Assessment, Testing
and Auditing

- Potential Hot Topics
- Venezuela
- China
- lran
— Cuba/ Helms-Burton / U-turn
— Russia / Ukraine / Crimea
= Virtual Assets / DeFi
- Peer-to-Peer Payments / FedNow Service

 Recent Enforcement Actions & Trends

Holland & Knight




Commodity Futures Trading Commission

Alex Holtan

14



Commodity Futures Trading Commission:
Commission Leadership?

Potential Chair

* No nominee for Chair yet

* Four rumored to be under
consideration
— Brian Quintenz
- Summer Mersinger
— Joshua Stirling
— Neal Kumar
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Commodity Futures Trading Commission:
Possible Agenda

Issue Focus I, ;{MCFTC

- Crypto? COMMODITY FUTURES TRADING COMMISSION
— Need Congressional Action

* Innovation- Defi and Al

* Event Contracts

 Left-Overs
— Swap Dealer Operational Resilience
- Reporting Updates
— Direct Clearing Rules

Points of Emphasis

* Cross Border Comity

* De-emphasis on Carbon Markets
+ Enforcement Environment
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SEC Enforcement

5 Commissioners;
Peirce (R) and Uyeda (R) only
come inauguration; Atkins (R)
/ likely confirmed

Composition of the
Commission

Less frequent/smaller Corporate

. ) . Penalties . . Gurbir Grewal departed 2024;
enalties; impact on incentive ’ . )
P to se/f-re;l;ort' tools for \ Cooperation, and Division Leadership / Acting Director Wadwha for

promoting cooperation Self-Reporting the time being

SEC reported record-setting
remedies in recent years, but
just wrote off billions in
uncollectable judgments \

Fewer “novel theories”;
Crypto; Off-Channel;
Disclosure Controls &
/V Procedures; Cyber; A.l.
Continuing &

U.S. Securities and Exchange Changing Priorities
Commission

Remedies

Agency budget; hiring freezes;

sweeping vacant staff ;

positions; potential change to | ¢——— Staffing and Speciality Units
remote telework policy? Resources

ESG Task Force’s quiet exit in
2024; changes to
Cyber/Crypto Unit expected
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119t Congress: U.S. Senate & U.S. House of Representatives
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U.S. Congress — Senate Banking

& House Financial Services Committee Leadership

Senate Committee on Banking,

Tim Scott (R-SC)
6th Term: Up for re-election in 2028

Senate Committee on Banking,

Elizabeth Warren (D-MA)
3rd Term: Re-elected in 2024
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Housing, and Urban Affairs Chairman:

Housing, and Urban Affairs Chairman:

House Financial Services
Committee Chairman:
French Hill (R-AK-02)

6th Term: Re-elected in 2024

House Financial Services Committee
Ranking Member:

Maxine Waters (D-CA-45)

18th Term: Re-elected in 2024




Trump Financial Services
Executive Branch Nominations

U.S. DEPARTMENT OF
TREASURY

Scott Bessent

U.S. DEPARTMENT OF
COMMERCE

Howard Lutnick

U.S. SECURITIES AND
EXCHANGE COMMISSION

Paul Atkins
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Insurance Regulation:
Business Developments

+ Availability Constraints & Increased Premiums: Climate change is
putting stress on the insurance industry.

- Potential Bifurcation of Risks: There may be a bifurcation of risks
such as wind and hail or wildfire from the traditional insurance.

 Alternative Funding Mechanisms

« Evolution of the Distribution Channel: The rise of the MGA and of
Reciprocal Insurers.

- Atrtificial Intelligence: Integration and Adoption of Al in Claims
Handling, Underwriting, and Customer Touchpoints.
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nsurance Regulation:
Reqgulatory
Developments

* Regulation of Artificial Intelligence

* Regulation of the Use of Aerial
Imaging

 Climate Risk Mitigation Efforts
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Cybersecurity and Privacy Outlook

State-level enforcement expected to increase

* New York Department of Financial Services to focus on cybersecurity program deficiencies.
* Recent actions included the examination of incomplete risk assessments, failure to
encrypt NPI, and failure to properly dispose of data.
* Additional amended cybersecurity regulations will be effective and enforced.
» California Privacy Protection Agency (CPPA) and other state authorities to focus on
protection of personal information from non-financial products.

Website wiretap litigation to continue

* Continued push for certainty on whether the California Invasion of Privacy Act (CIPA)
applies to modern technologies such as tracking pixels, session replay software and chatbots.

* Plaintiffs’ attorneys continue to bring class action lawsuits under both existing and new
theories of liability.

Holland & Knight




Cybersecurity and Privacy Outlook

Shift in Federal Trade Commission (FTC) enforcement
priorities

* New FTC Commissioner, Andrew Ferguson
* “My colleagues want the FTC Act to be a comprehensive privacy law. But it is not.”
* Concurring and Dissenting Statement of Commissioner Andrew N. Ferguson, In re
Gravy Analytics, Inc., & In re Mobilewalla, Inc., December 3, 2024

» Safeguards Rule Amendment
* Focus on non-banking financial institutions due to data breach notification requirement
requiring the report of any breach impacting 500 or more consumers no later than 30
days following discovery of the event.
* Applies to a broader category of incidents, covering “notification events” as
opposed to “security events”.
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