FEBRUARY 2025
VOLITNO. 2

PRATT’S

REPORT
f(ﬁ LexisNexis

TEXAS CASE OFFERS LESSONS LEARNED
FROM DATA REQUESTS AND CRIMINAL
CAUSES OF ACTION

Bart Huffman and Haylie D. Treas




Pratt’s Privacy & Cybersecurity
Law Report

VOLUME 11 NUMBER 2 February 2025

Editor’s Note: What You Need To Know 37
Victoria Prussen Spears

Department of Justice’s Proposed Rule to Protect Bulk

Sensitive Personal Data: What Companies

Need to Know 39
Rob Hartwell, David M. Bonelli, Kelly DeMarchis Bastide,

Matthew Stern and Ian R. Williams

Navigating the European Union’s “NIS 2” Directive:

Key Cybersecurity Compliance Points for Businesses

Operating in the EU to Consider 45
Steven Farmer, Scott Morton, Lee Rubin, Mark Booth and

Johanna Lipponen

Texas Case Offers Lessons Learned from Data
Requests and Criminal Causes of Action 52
Bart Huffman and Haylie D. Treas

Clarifications of Legal Bases for Cross-Border Data

Transfers in Landmark Judgment by the Guangzhou

Internet Court in China 55
Sarah Kwong, Dan Wu and Amigo L. Xie

The European Data Act: A Law to Better Distribute
the Data Manna — Part IV 59
Romain Perray

/((i° LexisNexis’



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:

Deneil C. Targowski @l ..c.ceeeeeeeereeuieermiiiieriesiseienseessesessesssessesssssssessesssessesssssessessses (908) 673-3380
Emails ot Deneil.C. Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:
Customer Services DEPartment At ..c.cococccceeererccrernirenteiesnesesieesesseseteesessesesaesessesesees (800) 833-9844
Outside the United States and Canada, please call .....ccooomvemvinienerecicncrenieccnnee (518) 487-3385
Fax NUMDEE ..coeciuiiiieiiiiciiireieetieie ettt ssses et sas e ssse s sssees (800) 828-8341
LexisNexis® Support Center .......ccvvvevrvivrieieicnsensenns hetps://supportcenter.lexisnexis.com/app/home
For information on other Matthew Bender publications, please call

Your account Manager OF ........coviviiiiiiiiieieieieieieie e seaeais (800) 223-1940
Outside the United States and Canada, please call .......c.oveveeecenernirnececncrninireencicnnes (518) 487-3385

ISBN: 978-1-6328-3362-4 (print)
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print)

ISSN: 2380-4823 (Online)

Cite this publication as:

[author namel, [article title], [vol. no.] PRATT’S PRIVACY & CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt);

Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [7] PRATT’S PRIVACY &
CYBERSECURITY LAW REPORT [179] (LexisNexis A.S. Pratt)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or
other professional services. If legal advice or other expert assistance is required, the services of a competent professional
should be sought.

LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under
license.A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright © 2025 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights
Reserved.
No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978)
750-8400.

An A.S. Pratt Publication
Editorial

Editorial Offices
630 Central Ave., New Providence, NJ 07974 (908) 464-6800
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200

www.lexisnexis.com

MATTHEWBENDER (2025-Pub. 4939)



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ
President, Meyerowitz Communications Inc.

EDITOR
VICTORIA PRUSSEN SPEARS
Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

EmiLio W. CIVIDANES
Partner, Venable LLP

CHRISTOPHER G. CWALINA
Partner, Holland & Knight LLP

RicHARD D. HARRIS
Partner, Day Pitney LLP

Jay D. KENISBERG
Senior Counsel, Rivkin Radler LLP

Davip C. LASHWAY
Partner, Sidley Austin LLP

CRraIG A. NEWMAN
Partner, Patterson Belknap Webb & Tyler LLP

A1aN CHARLES RauL
Partner, Sidley Austin LLP

RANDI SINGER
Partner, Weil, Gotshal & Manges LLP

Joun P. TOMASZEWSKI
Senior Counsel, Seyfarth Shaw LLP

Tobbp G. VARE
Partner, Barnes & T/mrnburg LLP

Taomas F. ZycH
Partner, Thompson Hine

iii



Pty Privacy & Gybersecurity Law Report is published nine times a year by Matthew Bender & Company; Inc.
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2025 Reed
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any
information retrieval system without the written permission of the copyright owner. For customer
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com,
631.291.5541. Material for publication is welcomed—articles, decisions, or other items of interest to
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone
interested in privacy and cybersecurity related issues and legal developments. This publication is
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering
legal, accounting, or other professional services in this publication. If legal or other expert advice is
desired, retain the services of an appropriate professional. The articles and columns reflect only the
present considerations and views of the authors and do not necessarily reflect those of the firms or
organizations with which they are affiliated, any of the former or present clients of the authors or their
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Prtts Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630
Central Ave., New Providence, NJ 07974.

v



Texas Case Offers Lessons Learned from Data
Requests and Criminal Causes of Action
By Bart Huffinan and Haylie D. Treas*

In this article, the authors discuss a case involving claims asserted under the Texas
Penal Code that provides valuable lessons for the collection, use and storage of data.

A recent jury verdict for the plaintiff in a case involving claims of violation of the
Texas Penal Code provides valuable lessons for the collection, use and storage of data.

CASE BACKGROUND

In Angelyn A. Olson et al. v. The Consilio LLC, et al., filed in Tarrant County, Texas,
plaintiff Angelyn Olson alleged that she was involved in other litigation during which
an e-discovery service provider (Consilio) was engaged to collect her personal emails.

In that other litigation, the plaintiff had agreed to a collection of her emails from her
personal email account that were responsive to certain search terms.

The plaintiff alleged her lawyer had stressed that the search terms should be applied at
the point of collection, rather than after a full collection of her email account. Instead,
the plaintiff alleged Consilio downloaded all of her emails (34,000 files) and then
applied the search terms.

The plaintiff further alleged she had sensitive information in her emails, including
“emails with medical providers, attorney-client privileged information, social security
numbers, and other private information.”

As a result, the plaintiff asserted claims against Consilio and its representative for
invasion of privacy and harmful access by a computer in violation of Texas Penal Code
Title 7, Section 33.02(a) by knowingly accessing data and a computer without consent,
among other claims.

The plaintiff alleged that the basis for bringing a claim for harmful access by computer
in violation of the Texas Penal Code is that the Texas Civil Practice and Remedies Code
“provides a corresponding civil action, under which a [p]laintiff[] can bring suit for
actual damages and attorney’s fees when . . . the conduct constituting the violation was
committed knowingly or intentionally.”! The plaintiff also asserted a negligence per se
claim under the same section of the Texas Penal Code. In an amended petition, the
plaintiff further alleged spoliation of evidence by Consilio when it allegedly destroyed

* The authors, attorneys with Holland & Knight LLP, may be contacted at bart.huffman@
hklaw.com and haylie.treas@hklaw.com, respectively.

I Tex. Civ. Prac. & Rem. § 143.002.
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LessoNs LEARNED FROM ANGELYN A. OLSEN ET AL. v. THE ConsiLio LLC, ET AL.

or overwrote some of the data it had downloaded from the plaintiff’s email account after
receiving notice of its overcollection of emails.

On November 6, 2024, a Fort Worth jury returned a verdict in favor of the plaintiff
as to certain causes of action, including a finding that Consilio “knowingly access[ed] a
computer, computer network, or computer system without effective consent.” The jury
awarded $50,000 in damages for mental anguish (in the past and in the future) and
medical care expenses that the plaintiff would likely incur in the future.

CASE TAKEAWAYS

There are several lessons to be learned from this case.

Criminal Laws Apply to the Misuse or Unauthorized Access of Data. Under
the Texas criminal statute cited by the plaintiff, Texas Penal Code Title 7,
Section 33.02(a),” if a person “knowingly accesses a computer, computer
network, or computer system without the effective consent of the owner,”
they commit an offense under the code. Another example of a Texas
criminal statute that can apply to the misuse or unauthorized use of data is
Texas Penal Code Title 7, Section 32.51,° where it is an offense if a person,
“with the intent to harm or defraud another, obtains, possesses, transfers,
or uses . . . identifying information of another person without the other
person’s consent or effective consent.”

The Importance of the Need for Strict Controls With Service Providers. This
case involved an e-discovery service provider that was hired to collect and
store specific data. Instead, the e-discovery firm, according to the plaintiff,
went beyond the limited scope that was agreed to. When engaging any
service provider, including an e-discovery provider, it is important to
include contractual limitations on their ability to collect, use and store
data, as well as an obligation to protect the data (including from inadvertent
destruction) and the right to oversee/audit their services.

Consider Data Minimization and Data Segregation. This case is a reminder
for businesses to consider data minimization and data segregation as a
general matter. Because, as this unfortunate oversight with respect to an
individual’s data exemplifies, it is not only cyberattacks that can trigger
litigation but also permitted access that may lead to overcollection and
improper disclosure.

It Is Not Just What Is Historically Considered “Sensitive” Data That Needs to
Be Protected. This case is also a reminder that it is not only Social Security

2 hteps://statutes.capitol.texas.gov/docs/pe/htm/pe.33. htm#: ~:text=33.02. effective%20
consent%200f%20the%200wner.
3 https://statutes.capitol.texas.gov/docs/PE/htm/pe.32.htm.
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numbers and other typically protected data elements that matter. While
the plaintiff in the subject case contended that her emails contained Social
Security numbers, health information and other sensitive information
about her and her family, the plaintiff also alleged the overcollection of
her data generally. Under the criminal statute on which the negligence per
se claim was based, improper access had consequences regardless of the
data elements/types involved. In addition, the Federal Trade Commission
(FTC) (and various state laws) have begun to expand what the law will
consider to be “sensitive,” especially for purposes of regulatory actions.
For example, see a 2024 FTC Technology Blog* that discusses three
enforcement actions relating to the collection and mishandling of re-
identifiable browsing history and location data, which, without more,
would not typically be considered sensitive.

4 hteps://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/03/ftc-cracks-down-mass-
data-collectors-closer-look-avast-x-mode-inmarket.
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