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In this article, the authors discuss a case involving claims asserted under the Texas 
Penal Code that provides valuable lessons for the collection, use and storage of data.

A recent jury verdict for the plaintiff in a case involving claims of violation of the 
Texas Penal Code provides valuable lessons for the collection, use and storage of data.

CASE BACKGROUND

In Angelyn A. Olson et al. v. The Consilio LLC, et al., filed in Tarrant County, Texas, 
plaintiff Angelyn Olson alleged that she was involved in other litigation during which 
an e-discovery service provider (Consilio) was engaged to collect her personal emails. 

In that other litigation, the plaintiff had agreed to a collection of her emails from her 
personal email account that were responsive to certain search terms. 

The plaintiff alleged her lawyer had stressed that the search terms should be applied at 
the point of collection, rather than after a full collection of her email account. Instead, 
the plaintiff alleged Consilio downloaded all of her emails (34,000 files) and then 
applied the search terms. 

The plaintiff further alleged she had sensitive information in her emails, including 
“emails with medical providers, attorney-client privileged information, social security 
numbers, and other private information.” 

As a result, the plaintiff asserted claims against Consilio and its representative for 
invasion of privacy and harmful access by a computer in violation of Texas Penal Code 
Title 7, Section 33.02(a) by knowingly accessing data and a computer without consent, 
among other claims. 

The plaintiff alleged that the basis for bringing a claim for harmful access by computer 
in violation of the Texas Penal Code is that the Texas Civil Practice and Remedies Code 
“provides a corresponding civil action, under which a [p]laintiff[] can bring suit for 
actual damages and attorney’s fees when . . . the conduct constituting the violation was 
committed knowingly or intentionally.”1 The plaintiff also asserted a negligence per se 
claim under the same section of the Texas Penal Code. In an amended petition, the 
plaintiff further alleged spoliation of evidence by Consilio when it allegedly destroyed 

Texas Case Offers Lessons Learned from Data 
Requests and Criminal Causes of Action

By Bart Huffman and Haylie D. Treas*

*	 The authors, attorneys with Holland & Knight LLP, may be contacted at bart.huffman@
hklaw.com and haylie.treas@hklaw.com, respectively.

1	 Tex. Civ. Prac. & Rem. § 143.002.

mailto:bart.huffman%40hklaw.com?subject=
mailto:bart.huffman%40hklaw.com?subject=
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or overwrote some of the data it had downloaded from the plaintiff’s email account after 
receiving notice of its overcollection of emails.

On November 6, 2024, a Fort Worth jury returned a verdict in favor of the plaintiff 
as to certain causes of action, including a finding that Consilio “knowingly access[ed] a 
computer, computer network, or computer system without effective consent.” The jury 
awarded $50,000 in damages for mental anguish (in the past and in the future) and 
medical care expenses that the plaintiff would likely incur in the future.

CASE TAKEAWAYS

There are several lessons to be learned from this case.

•	 Criminal Laws Apply to the Misuse or Unauthorized Access of Data. Under 
the Texas criminal statute cited by the plaintiff, Texas Penal Code Title 7, 
Section 33.02(a),2 if a person “knowingly accesses a computer, computer 
network, or computer system without the effective consent of the owner,” 
they commit an offense under the code. Another example of a Texas 
criminal statute that can apply to the misuse or unauthorized use of data is 
Texas Penal Code Title 7, Section 32.51,3 where it is an offense if a person, 
“with the intent to harm or defraud another, obtains, possesses, transfers, 
or uses . . . identifying information of another person without the other 
person’s consent or effective consent.”

•	 The Importance of the Need for Strict Controls With Service Providers. This 
case involved an e-discovery service provider that was hired to collect and 
store specific data. Instead, the e-discovery firm, according to the plaintiff, 
went beyond the limited scope that was agreed to. When engaging any 
service provider, including an e-discovery provider, it is important to 
include contractual limitations on their ability to collect, use and store 
data, as well as an obligation to protect the data (including from inadvertent 
destruction) and the right to oversee/audit their services.

•	 Consider Data Minimization and Data Segregation. This case is a reminder 
for businesses to consider data minimization and data segregation as a 
general matter. Because, as this unfortunate oversight with respect to an 
individual’s data exemplifies, it is not only cyberattacks that can trigger 
litigation but also permitted access that may lead to overcollection and 
improper disclosure.

•	 It Is Not Just What Is Historically Considered “Sensitive” Data That Needs to 
Be Protected. This case is also a reminder that it is not only Social Security 

2	 https://statutes.capitol.texas.gov/docs/pe/htm/pe.33.htm#:~:text=33.02.,effective%20
consent%20of%20the%20owner. 

3	 https://statutes.capitol.texas.gov/docs/PE/htm/pe.32.htm. 

https://statutes.capitol.texas.gov/docs/pe/htm/pe.33.htm#:~:text=33.02.,effective%20consent%20of%20the%20owner
https://statutes.capitol.texas.gov/docs/pe/htm/pe.33.htm#:~:text=33.02.,effective%20consent%20of%20the%20owner
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numbers and other typically protected data elements that matter. While 
the plaintiff in the subject case contended that her emails contained Social 
Security numbers, health information and other sensitive information 
about her and her family, the plaintiff also alleged the overcollection of 
her data generally. Under the criminal statute on which the negligence per 
se claim was based, improper access had consequences regardless of the 
data elements/types involved. In addition, the Federal Trade Commission 
(FTC) (and various state laws) have begun to expand what the law will 
consider to be “sensitive,” especially for purposes of regulatory actions. 
For example, see a 2024 FTC Technology Blog4 that discusses three 
enforcement actions relating to the collection and mishandling of re-
identifiable browsing history and location data, which, without more, 
would not typically be considered sensitive.

4	 https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/03/ftc-cracks-down-mass-
data-collectors-closer-look-avast-x-mode-inmarket. 




