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THE OFF-CHANNEL
COMMUNICATIONS
SWEEP MAY BE GOING
OFFLINE

By Brian Briz & Allison Kernisky*

The U.S. Securities and Exchange Commis-
sion (“SEC”)’s and U.S. Commodities Future
Trading Commission (“CFTC”)’s recent wave
of enforcement actions concerning so-called
“off-channel communications” appears to be

coming to an end.

Background

The SEC and CFTC impose recordkeeping
requirements over entities and individuals they
regulate.

Rule 17a-4(b)(4) of the Securities Exchange
Act of 1934 (“Exchange Act”) generally obli-
gates exchange members and registered broker
dealers to maintain originals of all communica-
tions received and copies of all communica-
tions sent by them in an easily accessible
format. Registered investment advisors are
subject to similar, albeit narrower, record reten-
tion requirements under Rule 204-2(a)(7) of the
Investment Advisors Act of 1940 (“Advisers
Act”).

Similarly, commission merchants, retail
foreign exchange dealers, introducing brokers,
and members of a designated contract market
or of a swap execution facility are required to
keep records of their business of dealing in
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commodity interest transactions and related
cash or forward transactions in a reliable man-
ner under Commission Regulations 1.31(c) and
1.35(a). Swap dealers are subject to similar
requirements under Commission Regulations

23.201(a) and 23.202(a)(1) and (b)(1).

In 2021, the SEC and the CFTC began inves-
tigating financial institutions’ off-channel com-
munications, and specifically, text and instant
messages sent and received by employees on
their personal devices. Since then, over 100
entities—including broker dealers, investment
advisors, introducing brokers, swap dealers,
futures commission merchant affiliates, munic-
ipal advisors, and credit rating agencies—have
been charged with violations of the aforemen-
tioned recordkeeping requirements, and have
paid collectively over $3 billion in civil
penalties.

Civil Penalties Continued to Rack
Up in 2024

The SEC and CFTC did not slow down with
their investigations in 2024, with the SEC an-
nouncing that it remains committed to ensuring
compliance with the recordkeeping require-
ments under the federal securities laws, which
are “essential to investor protection and well-
functioning markets.”! In 2024, the SEC
charged over 60 firms with recordkeeping
violations and obtained civil penalties totaling
over $560 million combined.

The range of civil penalties assessed in 2024
varied greatly, from $50 million on the high end
to less than $50,000 on the low end, but in all,
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were generally lower than in prior years, when the larg-
est penalties reached $200 million. In one instance last
year, no civil penalty was assessed (as described in fur-
ther detail below).

The agencies assessed the largest penalties against
firms that acknowledged that their personnel—includ-
ing supervisors and senior managers—sent and re-
ceived off-channel communications that were required
to be maintained, but that were not maintained or
preserved, depriving the SEC of its ability to review
the communications in its investigations. In some in-
stances, the SEC also charged certain firms with failing
to reasonably supervise with a view of preventing and
detecting recordkeeping violations. The SEC explained
that “widespread and longstanding” noncompliance,
especially failures that potentially hindered the SEC’s
investor protection function by compromising a firm’s
response to SEC subpoenas, may result in “robust” civil
penalties.?

On the other hand, firms that self-reported and
cooperated with the SEC’s investigations generally
received significantly reduced penalties. For example,
according to the SEC, the firm that received a no-
penalty resolution took “substantial steps to comply”
with the recordkeeping requirements, and perhaps most
importantly self-reported, cooperated, and remediated
its violations.3

At the Securities Enforcement Forum held on No-
vember 6, 2024, the Acting Director of Enforcement,
Sanjay Wadhwa, touted the success of what he dubbed
the “WhatsApp initiative” and explained some of the
factors that Enforcement considers when assessing
what penalties to recommend, if any, including: the size
of the firm, the scope and scale of the violations, prece-
dent, compliance efforts, self-reporting and other re-
medial measures.* As Wadhwa explained, from his
perspective, the initiative “shone a light on how wide-
spread noncompliance was” and that “the best measure
of success of the initiative is how it has changed
industry behavior and spurred proactive compliance by
market participants.”
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What's in Store for 20257

On January 13, 2025, the SEC announced charges
against nine investment advisors and three broker-
dealers for violating the recordkeeping provisions of
the federal securities laws, and the firms agreed to pay
a collective $63.1 million and implement improve-
ments to address the violations. This may be one of the
final set of settlements announced involving these types
of violations. For many, the expectation is that the SEC
may greatly reduce, if not end entirely, its investiga-
tions into off-channel communications following the
new administration taking office on January 20, 2025.

Indeed, two of the SEC Commissioners at the time,
Hester Peirce and Mark Uyeda (he has since been
named Acting SEC Chair), issued a statement on
September 24, 2024, urging their colleagues to “recon-
sider our current approach to the off-channel com-
munications use” because the use of such communica-
tions is prevalent and thus “even well-intentioned firms
could find themselves in the Commission’s queue time
and time again.”® Accordingly, they have called for the
SEC to work with the industry and the public to develop
a “pragmatic and privacy-respecting approach” that al-
lows the SEC and firms to maintain the records that
they need “at a reasonable cost in both financial and
privacy terms.”®

Additionally, Paul Atkins, the nominee for SEC
Chair who is awaiting confirmation to replace former
Chair Gary Gensler, has generally called for an over-
haul of the SEC’s enforcement approach, and has
specifically identified the off-channel communications
investigations as an area where the SEC has pushed the
envelope.”

On the CFTC front, the newly appointed Acting
Chairman of the CFTC, Caroline D. Pham, has also
been critical of the CFTC’s off-channel communica-
tions cases and issued dissenting statements in two of
them. In her first dissenting statement, she noted that in
the three cases brought against introducing brokers,
two of the introducing brokers had since de-registered
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with CFTC and she questioned whether that was
coincidental.® Pham concluded that the “CFTC should
be promoting greater access to markets—not limiting
access.”® In the second dissent, Pham opined that the
CFTC was piggybacking off of the SEC’s investiga-
tions and “swerve[ing] out of the CFTC’s lane into the

securities markets.”1°

Given the above, it appears that the SEC’s and
CFTC’s ongoing off-channel communications sweep is
likely wrapping up, along with the hefty civil penalties
that came with it.
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