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New ABA communications guidelines
looks for 21st century update

In a significant opinion pub-
lished last week, the Amer-
ican Bar Association’s Stand-
ing Committee on Ethics and
Professional Responsibility

provided additional guidance on a
l aw ye r ’s obligations to protect
client confidentiality in electronic
co m m u n i c at i o n s .

Formal Ethics Opinion 477 up-
dates an outdated 1999 opinion on
encrypted communications, which
provided generally that a lawyer
could, without violating his or her
obligations of confidentiality,
transmit confidential client infor-
mation through unencrypted e-
mails, since, at the time, “the
mode of transmission afford[ed] a
reasonable expectation of privacy
from a technological and legal
s t a n d p o i n t .”

The intervening 18 years
brought both significant techno-
logical advances as well as new
and increasingly sophisticated
ways that our (and our clients’)
communications and other data
can be breached by outside actors.

Moreover, in 2012, the ABA
adopted the “technology amend-
ments” to the Model Rules, which
provided lawyers with new guide-
lines for technical competencies.
The Illinois Supreme Court sub-
sequently approved that language,
which now appears in the Illinois
Rules of Professional Conduct.

The standing committee’s new
opinion focuses on three key areas
of a lawyer’s professional obliga-
tions and how each is impacted by
t o d ay ’s technological environment:
(a) the duty of confidentiality under
Rule 1.6, (b) the duty of competence

under Rule 1.1 and (c) the duty to
communicate under Rule 1.4.

The majority of the standing
co m m i t t e e’s opinion is devoted to
what is perhaps the most impor-
tant of ethics rules: a lawyer’s du-
ty of confidentiality.

As the standing committee not-
ed, the 2012 rule amendments
added Amended Comment 18 to
Rule 1.6, which provides that
lawyers have an affirmative duty
to “act competently to safeguard
information relating to the rep-
resentation of a client against
unauthorized access by third par-
ties and against inadvertent or
unauthorized disclosure by the
l aw ye r.”

Functionally, that means that
lawyers must exercise “re a s o n a b l e
e f fo r t s ” to safeguard confidential-
ity when using electronic commu-
nications. The standing committee

rejected a hard and fast rule re-
garding what it means to use rea-
sonable efforts, instead favoring a
fact-specific analysis to be em-
ployed on a case-by-case basis.

To aid lawyers in determining
what “reasonable efforts” includes
in any particular situation, the
standing committee provided a list
of nonexclusive factors to consider.

Those factors include: (a) the
sensitivity of the information be-

ing sent, (b) the likelihood that the
information would be disclosed in
the absence of additional safe-
guards, (c) the cost of employing
additional safeguards and (d) the
extent to which the additional
safeguards would encumber the
l aw ye r ’s ability to effectively rep-
resent his or her clients.

By way of example, the standing
committee noted for matters of
normal or low sensitivity, the rea-
sonable efforts standard may be
met with standard security mea-
sures; indeed, it specifically notes

that “the use of unencrypted rou-
tine e-mail generally remains an
acceptable method of lawyer-client
co m m u n i c at i o n .” However, some
circumstances will necessarily
warrant additional, stronger pro-
tective security measures.

With respect to a lawyer’s duty
of competence, the standing com-
mittee noted that, since 2012,
Model Rule 1.1 has included a
comment that clarified that

lawyers have a duty to stay
abreast of technological advances.
Model Rule 1.1 Comment 8.

The opinion relies on guidance
from the ABA Commission on
Ethics 20/20 to provide that
“lawyers necessarily need to un-
derstand basic features of rele-
vant technology.”

Finally, under Model Rule 1.4,
lawyers have an affirmative duty
to promptly communicate mate-
rial developments to clients as
well as to keep clients reasonably
informed about the progress of
their matters.

In its new opinion, the standing
committee noted that in cases
where the lawyer reasonably be-
lieves that a communication in-
cludes highly sensitive confidential
client information and thus war-
rants extra security measures, the
lawyer should inform the client
about the risks involved and de-
cide together with the client
whether another form of commu-
nication would be better suited to
transmitting the pertinent infor-
m at i o n .

Formal Ethics Opinion 477 is an
important update that provides
lawyers with guidance on how to
properly protect client data and
co m m u n i c at i o n s .

While lawyers can continue to
transmit client information elec-
tronically, lawyers need to be
aware that special security pre-
cautions may be required in cir-
cumstances where it is required
by law, by a client or where the
information being transmitted re-
quires a higher degree of security
and protection.
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The standing committee rejected a hard and fast
rule regarding what it means to use reasonable
efforts, instead favoring a fact-specific analysis

to be employed on a case-by-case basis.
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