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The National Defense Authorization Act of
2018

By Megan Mocho Jeschke, Eric S. Crusius, Mary Beth Bosco,
Elizabeth N. Jochum, and Amy L. Fuentes

The following set of articles describe the 2018 National Defense Authori-
zation Act’s provisions on procurement fraud reports, acquisition workforce
improvements, and the governments growing interest in blockchain
technology, and explores how they are likely to impact federal government
contractors.

The National Defense Authorization Act (“NDAA”) of 2018 was signed
into law on December 12, 2017. While most public attention is focused on the
NDAA's authorization of spending for military programs and personnel, each
year’s version of the bill contains provisions impacting Department of Defense
(“DOD”) acquisition practices and consequently, companies doing business

with DOD.

The 2018 NDAA includes some major changes to DOD procurement. The
following set of articles describe the limits of the 2018 NDAA’s report on
procurement fraud, acquisition workforce improvements, and the government’s
growing interest in blockchain technology.

2018 NDAA ANALYSIS: THE LIMITS OF THE 2018 NDAA’S
REPORT ON PROCUREMENT FRAUD

Megan Mocho Jeschke

A provision in the NDAA for fiscal year 2018 would require the Department
of Defense to prepare a report on defense contracting fraud. Specifically, Section

- Megan Mocho Jeschke (megan.jeschke@hklaw.com) is a partner at Holland & Knight LLP
and a member of the firm’s Government Contracts Group and White Collar Defense and
Investigations Team. Eric S. Crusius (eric.crusius@hklaw.com) is a partner at the firm focusing
his practice on a range of government contract matters, including bid protests, claims and
disputes, compliance and sub-prime issues. Mary Beth Bosco (marybeth.bosco@hklaw.com), a
partner at the firm and member of the Board of Editors of Pratt’s Government Contracting Law
Report, advises government contractors in contract compliance, transactional matters, and how to
navigate the federal marketplace. Elizabeth N. Jochum (elizabeth.jochum@hklaw.com) is an
associate in the firm’s Litigation Group concentrating her practice in government contracts and
white collar defense. Amy L. Fuentes (amy.fuentes@hklaw.com) is an associate in the firm’s
Litigation and Dispute Resolution Practices representing clients in a variety of government
contracts and commercial litigation disputes.

1 H.R. 2810, available at hetp://docs.house.gov/billsthisweek/20171113/HRPT-115-HR2810.
pdf.
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Tre NarioNaL DereNse AUTHORIZATION Act oF 2018

889 of the 2018 NDAA requires the DOD to report the number of
fraud-related criminal convictions of contractors over the past five fiscal years
and prepare a listing of those contractors that were debarred or suspended based
on their criminal conviction. The report will also require a listing of contractors
having civil judgments or settlements related to fraud over the past five years.
DOD will be required to provide an assessment of the dollar value of contracts
awarded to these companies. The report will also include a recommendation on
how to “penalize contractors repeatedly involved in fraud in connection with
contracts or other transactions entered into with the Federal Government.”

DOD has 180 days to prepare the report upon passage of 2018 NDAA.
The 2011 Report on Defense Contracting Fraud

This is not the first time Congress has requested such a report. A similar
provision was contained in the Department of Defense Appropriations Act,
2010 requiring reporting for fiscal years 2000-2010. That report came out in
October 2011.

The 2011 report identified approximately 64 contractors with criminal
convictions and over 300 contractors who had fraud-related criminal or civil
settlements. The report showed that the overwhelming majority of companies
with criminal convictions also received not-insignificant periods of debarment.2

Many viewed the 2011 report as evidence of systematic fraud by defense
contracting community members, while others panned the report as evidencing
isolated incidents of wrongdoing. The former cited with ire the value of
contracts received by contractors even after their respective conviction, settle-
ment, or judgment.

This proxy can be misleading though. As a threshold matter, judgments are
not equivalent to settlements without admission of liability. A more telling
proxy would be a breakout of the number of settlements involving an admission
of liability. Second, the report did not establish a threshold amount for civil
settlements or judgments. A fair number of the civil settlements and judgments
listed in the 2011 report are less than $1 million. Nor is there an indication of
the value of the settlement relative to the claimed damages or the size of the
company. A not-insignificant number of the companies listed in the 2011
report are multi-billion dollar contractors with a single minor settlement within
the 10-year report period. Where the settlement value is relatively low and there
is no admission of liability, it more likely evidences companies who settled

2 The 2011 report is available at https://www.sanders.senate.gov/imo/media/doc/102011-DOD
Fraud Report.pdf; and the tables are available at https://www.sanders.senate.gov/imo/media/doc/

102011-Combined_DOD_Fraud_Tables.pdf.
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unmeritorious cases to avoid the time and expense of litigation. This is
particularly true of settlements involving gui tam relator claims under the False
Claims Act and even more so in those cases where the Department of Justice
(“DQOJ”) declined intervention. Finally, as the 2011 report points out, payment
of money due to the government is typically indicative of a responsible
contractor, restoring its eligibility for continued participation in government
contracting.

In addition to these limitations, the report lacks related analytical data points
that could be useful. For example, there is no requirement to identify the
number of cases stemming from or involving mandatory disclosures. Now just
shy of a decade old, the mandatory disclosure rule requires self-disclosure by
contractors whenever there is credible evidence of a violation of federal criminal
law involving fraud or violations of the False Claims Act. Many commenters on
the rule say it has been a vehicle for reporting minimal overpayments rather
than meaningful disclosure of serious fraud. The report could also require a
segregation of cases brought by DOD investigative services versus whistleblowers.

DOJ Fraud Statistics

Nor does the report call for a reevaluation of the companies identified in the
2011 report or a year over year trend analysis. The DO]J tracks this latter
information to some extent as part of its annual Fraud Statistics (which
indicates a decline in the number of qui tam and non gui tam DOD fraud cases
over the past 10 years):
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DoD Number of Fraud Cases
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Fiscal Year ;M O(}OUNT U1 TAM INTERVENE.D' WHERE U.S. TAM 4 TOTAL ALL CASES
4 / DECLINED
COUNT PURSUED

2007 25 50 § 16400000 |5 36230796 | § 496909|8 36727705|5 53,127,705
2008 27 43 § 70756834 |5 60468116 |5 5701365 |§ 66169481 [§ 136926315
2009 17 51 § 22388261 |5 416852869 | § 140000|§ 416992869 |§ 439,381,130
2010 23 56 § 26251482 | § 231354446 |§ 9473700 |§ 240828146 |§ 267079628
2011 19 15 § 29484345 |5 113130570 | § -1§ 113130570 | § 142,614 915
2012 16 59 § 2000000|§ 166386739 | § 307000|3 166,693,739 |§ 168,693,739
2013 12 78 §  4869169|85 47118462 | § 154000|8 47272462 |5 52141631
2014 9 44 § 14102250 |5 46234251 |5 36783 |§ 55248251 |8 69350501
2015 7 36 § 109991660 | § 145989076 | $ 26572197 |§ 172561273 |§ 282552933
2016 8 31 § 60625089 |5 47924527 |§ 13615000 |§ 61539527 |§ 122164617

Source: Department of Justice, Civil Division, Fraud Statistic—Department of
Defense

Back in 2011, DOD relied extensively on DOJ for the underlying data
regarding fraud cases. However, as DOD admitted, DO]J’s data was not an ideal
for the report—companies were misidentified or not necessarily identified as
contractors, judgments and settlements were not apportioned where there was
joint and several liability, and cases involving procurement fraud may not have
been categorized as such. The 2011 report recognized that DOJ’s data likely
underreported the number and value of procurement fraud cases. If DOJ’s
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collection and categorization methods have improved or if DOD started
tracking cases in parallel, we might see a different trend line from that currently
reported out of DOJ.

2018 NDAA ANALYSIS: ACQUISITION WORKFORCE
IMPROVEMENTS
Elizabeth N. Jochum and Amy L. Fuentes

The conference version of the 2018 NDAA contains a number of acquisition-
workforce related provisions, discussed below.

Enhancements to the Civilian Program Management Workforce: Section
841

NDAA Section 841 would establish a Program Manager Development
Program for civilian Defense Department and military department personnel.
Individuals with “high potential” and experience will be competitively selected
for the program based on their potential to become a program manager of a
“major defense acquisition program,” and will be temporarily assigned to
developmental rotations and/or training programs for at least six months.

The Act provides for the development of a comprehensive plan to implement
the program, with implementation no earlier than September 30, 2019. It also
calls for an independent study of incentives for program managers, including
the possibility of a financial incentive structure to reward program managers for
delivering capabilities on budget and on time.
Improvements to the Hiring and Training of the Acquisition Workforce:
Section 843

The NDAA also calls for the Comptroller General to submit to the
congressional defense committees a report on the effectiveness of hiring and
retention flexibilities for the acquisition workforce. The report, due not later
than June 30, 2019, shall, among other things, determine the extent to with
DOD experiences challenges with recruitment and retention of the acquisition
workforce, such as post-employment restrictions, and recommend any neces-
sary changes to the hiring and retention flexibilities available to DOD to fill
civilian acquisition positions. The report would also address the flexibilities
available to the Department to remove underperforming members of the
acquisition workforce and the extent to which any such flexibilities are used.

In a separate endeavor, the Comptroller General is also to report on the
acquisition-related training available for personnel working on procurements
but not considered to be part of the acquisition workforce. The study would
address the extent to which non-acquisition personnel play a significant role in
defining requirements, conducting market research, participating in source
selection and contract negotiation efforts, and overseeing contract performance,
and the training available to or needed for them.
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Several provisions of the NDAA 2018 focus on improving agencies
understanding of today’s evolving technological market and increasing acqui-
sition efficiency by developing best practices standards. A few of these
provisions are discussed briefly below.

Procurement Administrative Lead Time: Section 886

NDAA Section 886 would require DOD to develop and implement a
“Procurement Administrative Lead Time” or PALT across the agency.

If passed, DOD would use PALT as a guideline for the time between when
a solicitation is issued to the date of the initial award of a contract or task order.
The provision also requires DOD to publicly report data on PALT for DOD
contracts and task orders above the simplified acquisition threshold—which the
NDAA would increase to $250,000 (up from the current $150,000 simplified
acquisition threshold). PALT would serve as an agency-wide established goal for
DOD, and would likely be based on dollar value and acquisition complexity.

DOD establishing a PALT, and even reducing acquisition lead time when
possible, is critical to ensuring the agency is following established best
practices—and properly utilizing agency resources. Prioritizing adherence to
PALT can result in more efficient awards and the timely procurement of
services, goods, and solutions in support of agency missions. Reducing
procurement timeframes may also encourage companies to jump into the DOD
market and improve competition.

Training on Agile or Iterative Development Methods: Section 891

Section 891 of the 2018 NDAA requires DOD to establish and implement
training courses for personnel implementing and supporting the pilot programs
required by Sections 873 and 874. Section 891 mandates that training courses
be established by DOD through the Defense Acquisition University, and
requires the training to be mandatory for personnel participating in the pilot
programs established by Sections 873 and 874.

Section 873 requires DOD to create a pilot program to simplify the software
development for major software-intensive warfighting and defense business
systems, while Section 874 calls for the creation of four to eight software pilot
programs to be developed using agile or iterative acquisition methods. DOD is
to select participants for this pilot program from existing procurements. Both
Sections 873 and 874 focus on congressional concern that DOD “is behind
other federal agencies and industry in implementing best practices for
acquisition of software and information technologies.” These pilot programs
will impact some current DOD contracts.

Implementation of these pilot programs is an important step in DOD
creating an acquisition framework for information technology that can adapt to
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the ever-evolving technological landscape of today’s procurement market,
national security concerns, and agency missions.

2018 NDAA ANALYSIS: SIGNALS TOWARDS THE FEDERAL
GOVERNMENT’S GROWING INTEREST IN BLOCKCHAIN
TECHNOLOGY

Eric S. Crusius and Mary Beth Bosco

The term “blockchain” remains a mystery to many, but its potential is
extremely intriguing, particularly as applied to the government contracting
industry. As reflected in the 2018 NDAA, the federal government is cautiously
entering the blockchain waters. This section of the article will first attempt to
explain what blockchain is, and then will review some of the government’s
efforts to understand how blockchain can improve its business processes.

What is Blockchain?

Blockchain is a distributed ledger existing across many computers that can
record transactions or other data. The transactions are mined into blocks and
each block is given a unique hashtag that is copied onto a subsequent block,
which form a chain (hence, the term blockchain). Changes to the blockchain
are very difficult because the blocks are chained together and distributed across
a wide network.

This technology—distribution of data over multiple computers that is linked
together and has a unique identifier—is of particular interest to the government
contracts industry. For example, blockchain technology potentially may pro-
duce “smart contracts,” which would be virtually self-executing and self-
administered. It may also be useful in tracking supply chains or distributing
energy. The government accordingly is studying blockchain technology, espe-
cially whether it is resistant to cyber-attacks.

The Government’s Interest in Blockchain

The 2018 NDAA encapsulates the government’s approach to the blockchain.
Section 1630C instructs the Secretary of Defense, within 180 days of the
NDAA’s enactment, to report back to Congress on the potential offensive and
defensive cyber capabilities of blockchain technology and other distributed
database technologies. The report must examine blockchain technology’s
cybersecurity capabilities. Specifically, DOD is to assess the use or planned use
of blockchain technologies by the U.S. government or critical infrastructure
networks, and the vulnerabilities of such networks to cyber attacks.

Congress’ determination that any risks posed by blockchain technology must
be studied before broad government adoption of the technology is reflected in
other agencies’ establishment of pilot programs to test the utility and security
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Tre NarioNaL DereNse AUTHORIZATION Act oF 2018

of this distributed ledger technology. For example, in June 2017, the General
Services Administration (“GSA”) issued a small business set-aside Request for
Quotations (“RFQ”) aimed at obtaining contractor support to develop a proof
of concept for DLT (distributed ledger technology), automated machine
learning technology, and/or artificial intelligence based exchange implementa-
tion into GSA’s Multiple Award Schedule FAStlane new offer proposal review
processes.® The RFQ gives interested contractors three months to present a fully
functional proof of concept.

The Department of Treasury’s Office of Financial Innovation and Transfor-
mation is running a pilot program to determine whether blockchain technology
is capable of monitoring and tracking the agency’s physical assets as they are
transferred from person to person. This particular program will provide insight
into blockchain’s abilities to track and manage supply chains. The Department
of Homeland Security is awarding Small Business Innovation Research grants to
develop a use case for blockchain technology’s role in border security.

Each of these examples confirms the governments interest in blockchain
technology as well as the myriad of uses to which the technology applies.
Because it is still emerging, the potential range of the uses of blockchain
technology are not yet known.

Bitcoin and Beyond

Bitcoin is one of the most visible uses of blockchain technology. In the midst
of a historic price run-up, one unlucky bitcoin owner realized he had thrown
away the hard drive that contained the keys* that would have unlocked his
bitcoin (which is now worth a reported $80 million). According to news
reports, the former owner of the hard drive is dumpster diving (on a large scale)
in an effort to recover the bitcoin keys.

Beyond bitcoin, blockchain is promising technology. Just beware, however,
that there are limitations. Just ask a couple in London searching a dump for $20
million in bitcoin.

3 At a recent Professional Services Council event, a GSA representative described how the
agency had already incorporated blockchain technology to speed up the application process for
prospective GSA offerors.

4 See, https://gizmodo.com/man-who-threw-away-a-fortune-in-bitcoin-now-looking-to-

1820994313.
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